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Stingrays




HOW STINGRAY WORKS

A Stingray is a mobile device that masquerades as a cellphone tower. It’s usually mounted in a police surveillance vehicle.
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[HROUGH TO THE WHAT'S ACCESSIBLE

C Police can get ...

@ Identification/telephone numbers for all
cellphones that connect, Police can use this
0.get historical call and text data, location
nd subscribers” payment records.

dialed by a connected cellphone,

The data is relayed to a
connected laptop, which
displays and translates it
for officers.

Antenna user will no
\ know the
difference.

d the device sold to police is not
tercept content of calls or texts.

Source: USA Today
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Source: wikimedia.org
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Subverting Cell Reselection
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Off-air equipment emulate the
network and transmit a afake cell
ssssss : Gamma Group which is more attractive than the real network



Subverting Cell (Re)Selection

e Search all channels

 Compute C1 (path loss) for 6 channels with
highest received signal strength

* Compute C2 (reselection score) for each:
C1+CRO-TOx H(PT-T) PT =11111

C1-CRO PT=11111

Co=

Where:

— PT is penalty time, CRO is cell reselection offset, TO is
the PT offset and H(PT-T) is O for a serving cell



Location Tracking




Location Tripwires

SECRET//COMINT//REL TO USA, FVEY

CANDYGRAM
GSM Telephone Tripwire

(S/ISI/IREL) Mimics GSM cell tower of a target network. Capable of operations at
900, 1800, or 1900 MHz. Whenever a target handset enters the CANDYGRAM

base station's area of influence, the system sends out an SMS through the external 06/20/08
network to registered watch phones. |
|
y %\ . s @J
CANDYGRAM acting
as a GSM Cell Tower a
i o
éﬂ/ Command Center
m# ST e (]])

« Configurable 200 phone number . . .
target deck.

(SlISIIIREL) CANDYGRAM Operational Concept

(S/ISI//IREL) Typical use scenarios are asset validation, target tracking and
identification as well as identifying hostile surveillance units with GSM handsets.
Functionality is predicated on apriori target information.

(SIISIIREL) System HW (S/ISIIREL) SW Features
* GPS processing unit

« Tri-band BTS radio

« Windows XP laptop and cell phone*
«9" wide x 12 " long x 2 " deep
« External power (9-30 VDC).

*Remote control software can be used
with any connected to the laptop (used
for communicating with the
CANDYGRAM unit through text
messages (SMS).

« Network auto-configuration . .

= Area Survey Capability

« Remote Operation Capability

« Configurable Network emulation
« Configurable RF power level

+ Mutli-Units under single C&C

+ Remote restart

+ Remote erasure (not field
recoverable)

Status: Available 8 mos ARO
Unit Cost: approx $40K

poc: I 53224, NN, NN . .o

. Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108

& ’ . ——
Source:, rtisdrblog. rtlsdrblog.netdps

Source: NSA

SECRET//COMINT//REL TO USA, FVEY



Active Tracking (Fox Hunting)

FRONT LEFT ANTENNA FRONT RIGHT ANTENNA
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Source: Gamma International



Eavesdropping
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CNET » News » Privacy & data protection

December 1. 2006 2:20 PM PST

FBI taps cell phone mic as
eavesdropping tool

By Declan McCullagh and Anne Broache
Staff Writers, CNET News
Last modified: December 1, 2006 6:35 PM PST

Related Stories

Judge won't halt
AT&T wiretapping
lawsuit

November 17, 2006
Networking exec
blasts wiretapping
rules

November 16, 2006
Group appeals
government
eavesdropping
ruling

July 21, 2006

FCC approves

The FBI appears to have begun using a novel form
of electronic surveillance in criminal
investigations: remotely activating a mobile
phone's microphone and using it to eavesdrop on
nearby conversations.

The technique is called a "roving bug," and was
approved by top U.S. Department of Justice officials
for use against members of a New York organized
crime family who were wary of conventional
surveillance techniques such as tailing a suspect or
wiretapping him.

Nextel cell phones owned by two alleged mobsters,
John Ardito and his attorney Peter Peluso, were used
by the FBI to listen in on nearby conversations. The
FBI views Ardito as one of the most powerful men in
the Genovese family, a major part of the national
Mafia.

Source: CNET



Roving Bug Implementation?

)1 (REL COM) MNCC-CALL.CONF.REQ.
-EASE
EST
DR (CALL CONF)
DR (REL -
(REL) MNCC-ALERT.REQYS 15 MT CALL
CONFIRMED

MNCC. RELREQ.
12 DISCONNECT
DICATION

MNCC-DISC-ND

DR (ALERT)

U7 CALL
RECEIVED

MNCC. SETUP. RSP

MNCC. SETUP. R!

DI(DISC)
DR (CONN)

U8 CONNECT
REQUEST

D1 (CONN ACK)

() early assignment

MNCC-SETUP
COMPL.IND

NOTE:




Device Compromise

“As soon as you turn it on it can
be theirs, they can turn into a
microphone they can take l
pictures from it, they can take the |
data...

They can absolutely turn them on
with the power turned off to the
device.”

\ % E ”#‘: ; \ ’

Source: Edward Snowden, interview with Brian Williams (NBC, 28 May 2014) \\_
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Secret surveillance of Norway’s
leaders detected
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Base Station Security Experiments Using USRP, Torjus Bryne
Retterstal, Masters Thesis, NTNU Tronddheim, 2015



Detection of Fake Base Station?

4 .
. ? Unencrypted connection

Caution: The mobile network’s
standard encryption has been turned
off, possibly by a rogue base station
("IMSI Catcher”). Unencrypted calls
not recommended.

Stop call

Source: Popular Science



Secure Phones

"Slent Bipe -

Silent Storer

Source: Silent Circle



SnoopSnitch etc.

resua @ S0 X8 0.0 W 4072 e Various Android apps exist

SnoopSnhitch
App ID: f8a61053

to detect presence of an
IMSI Catcher:

— AIMSICD

— Darshak

— SnoopSnitch
mpersonater * Apple’s telephony APIs do

G2 Msi
=) Catcher

/A Security

o not provide sufficiently
o & detailed info on cell
o e towers/traffic



Source: The Wall Street Journal
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Detection Process

Capture Decode Compute

Signals COs Traffic Metric




Australian GSM900 Frequencies
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UHD (003.005.004-140-gfb32ed16)
USRP: USRP2 r4 (1801), WBXv2 RX+GDB (no serial, A:0, TX/RX)

Center freq: Gain: 15
940M
Sample Rate: oM RF Freq.: 940M DSP Freq.: O

OK




Traffic Reception

Options
1D: gsmnx_uhd Variable Variable Varlable Variable | | Variable Variable Variable Varlable
Title: OO Decoding ID: fc ID: samp_rate_in ID: samp_rate_out ID: osr ID: ppm ID: neighbors ID: ca ID: ca_no_bech
Author: Steve Glass Value: 939.1M | | Value: 10M Value: 1.35417M Value:5 | | Value:0 | | Value:[25,31, 30, 29,28... | | Value: 25 Value: 13,38, 41
Description: ARFCN... Talstra)
Generate Options: No GUI
Run Options: Run to Completion
File Source
File: ...ra-939.1@10MS.cfile >-
Repeat: No GSM wideband input adaptor |bus0#1[—
— - -P|ppm_in
1
1
i
1
GSM clock offset control '
-~ P [measurements| . 9s9.1m -
i
1
1
1
1
1
1
1
1
1
1
1
:
1
' BCCH + CCCH demapper
Cco }. SRR R .blbmsts iy ——e-- .blbuts's Control channels decoder - .blpdus
1 fl 1
GSM Receiver ! 1 !
L bUSO#1
Y Oversampling ratio: 5 L2 E ' E
1
' ' SDCCH/8 demapper '
measuremen |.____. ------ — - |Dursts SR bursts |- — - -1

Socket PDU
Type: UDP Client
Host: 127.0.0.1
Port: 4729
MTU: 10k




gsm-940M-400k-1S.pcapng [Wireshark 1.10.6 (v1.10.6 from master—1.10)] x

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@ @ - = o = v (== =
©e@4dma B XG|IQA¢2 X |HEI = oA W -
Filter: v | Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
124 2.437335000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI(DTAP) (RR) System Informatio
125 2.441132000 127.0.0.1 127.0.0.1 LAPDm 8l U, func=UI
2.451158000 .0.0.1 0.0.1 I, N(R)=3, N(sS)=2(DTAP) (RR) Ciphering
127 2.472132000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=Unknown(DTAP) (SS)
128 2.482195000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=Unknown(DTAP) (SS)
129 2.492548000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=Unknown(DTAP) (SS)
130 2.502946000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=Unknown(DTAP) (SS)

» Frame 126: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface 0
» Ethernet II, Src: 00:00:00 _00:00:00 (00:00:00:00:00:00), Dst: 00:00:00 _00:00:00 (00:00:00:00:00:00)
b Internet Protocol Version 4, Src: 127.0.0.1 (127.0.0.1), Dst: 127.0.0.1 (127.0.0.1)
» User Datagram Protocol, Src Port: 46016 (46016), Dst Port: gsmtap (4729)
b GSM TAP Header, ARFCN: O (Downlink), TS: 1, Channel: SDCCH/8 (1)
» Link Access Procedure, Channel Dm (LAPDm)
v GSM A-I/F DTAP - Ciphering Mode Command
¥ Protocol Discriminator: Radio Resources Management messages
. 0110 = Protocol discriminator: Radio Resources Management messages (0x06)
0000 .... = Skip Indicator: No indication of selected PLMN (0)
DTAP Radio Resources Management Message Type: Ciphering Mode Command (0x35)
v Cipher Mode Setting
.. .1 = SC: Start ciphering (1)
. 000. = Algorithm identifier: Cipher with algorithm AS/1 (0)
v Cipher Mode Response
.1 .... = CR: IMEISV shall be included (1)
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Location & Frequency

Australian Communications and Media Authority: Register of Radiocommunication Licences - Iceweasel

File Edit View History Bookmarks Tools Help

| i Australian Communications and ... ” % |

$° = / acma.gov.au
EJExploitDB [ ! Linux identifier search ... [ imac80211
acma.gov.au «

v @| |[Bv Google

{1 ACMA Postcode/Freq...

Assignment Details

General Details

EJDatabases v
Ny

rd

Register of Radiocommunications Licences

Licence Number 1136417 Access ID 5009645
Client Telstra Corporation Limited
Site Hutchison/Vodafone Site Bldg D Gold Coast TAFE Benowa Rd & Heeb St ASHMORE
Operating Mode Transmit
Access Status Date Approved 21-JUN-13
Coverage Local Hours of Operation
[New Search ]
Frequencies
Assigned 939.2 MHz Lower 935 MHz
Carrier Upper 943.4 MHz
Device and Antenna details
Device ID 1391962 Emission Designator 8M40G7E
EIRP 0 Transmitter Power 20.00 pY
Antenna ID 30007
Qv =

x

>




Scapy and GSM

7
@ ARFCNs that comprise




Scapy and GSM

# GSMTap frame header # GSM L3 frame headers

# #

class GSMTap(Packet): class GSM_L3_Hdr(Packet):
"""GSMTap Frame Header Version 2""" """GSM Standard L3 Header (Table 10.1)"""
name = "GSMTap" name = "GSM_L3_Hdr"
fields_desc = fields_desc =

XByteField("version", 0x01),
ByteField("hdr_len", 4), # in 32bit words
XByteField("type", 0x01), # GSMTAP_TYPE_UM
ByteField("timeslot", 0), # timeslot (0..7)
ShortField("ARFCN", 0),
SignedByteField("signal_dBm", 0),
SignedByteField("snr_dB", 0),
LongField("frame_nr", 0),
ByteEnumField("sub_type", O,
{
0x00: "UNKNOWN", 0x01: "BCCH", 0x02: "CCCH",
0x03: "RACH", 0x04: "AGCH", 0x05: "PCH",
0x06: "SDCCH", 0x07: "SDCCH4", 0x08: "SDCCHS8",
0x09: "TCH_F", Ox0a: "TCH_H", 0x0b: "PACCH",
0xOc: "CBCH52", 0x0d: "PDCH", Ox0e: "PTCCH",
0x0f: "CBCH51",
1,
ByteField("antenna_nr", 0),
ByteField("sub_slot", 0),
ByteField("reserved", 0),
]

bind_layers(UDP, GSMTap, dport=4729)

BitFieldLenField("12_pseudolen", 23, 6),
BitField("ignored", 0x0, 2),
BitField("skip_txn_id", 0x0, 4),
BitEnumField("proto", 0x0, 4,
{

0x3: "CALL_CONTROL",

0x5: "MOBILITY_MGMT",

0x6: "RADIO_RSRC_MGMT",

8
]

bind_layers(GSMTap, GSM_L3_Hdr)



Suspicious Behaviours

@ Geography
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~Source: ht‘t_ps://'www.qrz.com/db/WOJT
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